Due to significant advancement in wireless communication, wireless sensor networks (WSNs) have attracted great attention in recent years. WSNs are randomly deployed, battery operated autonomous systems consisting of large number of sensors nodes which are responsible for transmitting the real-time sensed data for a specific application in the monitoring area to the base station where it can be further processed and analyzed. However, due to wireless communication, the network is easily compromised. Solutions dedicated to wire networks are not suited in the resource constrained wireless network. There is still a scope for wide research potential in the field of wireless sensor network security. In this paper, we analyzed the issues related to security in WSNs and also highlight the research area in the field of wireless sensor networks.
INTRODUCTION TO WSNs
A wireless sensor network consists of large number of wireless nodes able to take environmental measurements (temperature, light, sound, and humidity). These nodes are small in size but are equipped with sensors, embedded microprocessors and radio transceivers; therefore have not only sensing capability, but also the capability of data processing and communicating capability. The node communicate over a short distance via a wireless medium to accomplish a common task, such as environment monitoring, battlefield surveillance and industrial process control. Fig 1 show a network of wireless sensors which are randomly deployed in the area of interest. The range of every node is very limited, so it can communicate only with those nodes that are within its communication range. In Fig 1 the connectivity of every sensor node with its neighbors that are within the communication range of this sensors are shown with the help of a link. Some nodes are disconnected in the network because they have no connectivity with the network as the network is randomly deployed.
Fig 1 shows a randomly deployed wireless sensor networks in a two dimensional coverage area 'A' that is 100 meter square. This network consists of a set of sensor nodes S = {s 1 , s 2 ,…,s 100 ). Each sensor S i , i=1..100 located at random coordinate (x i ,y i ) inside 'A'. Each sensor has a sensing range of r i , i.e. 15 meters. All the sensors will communicate with each other and establish a routing topology to form a single network. They can sense the environmental conditions as a data and then transmit this data back to a collection point known as base station which is shown with ID number 101 at X=50 and y=50 area in impossible to change or recharge their batteries once they are deployed because in most situations, they are deployed randomly in an unattended environment.
 Energy, Computation and Storage Constraints: Sensor nodes are limited in energy, computation, and storage capacities which make it very difficult to implement strong security algorithms.
 Self-Configurable nodes: Sensor nodes are usually randomly deployed without careful planning and engineering. Once deployed, sensor nodes have to autonomously configure themselves into the communication network.
 Application Specific: A network is usually designed for a specific application and operation. The design requirements of a network are different from one application to other.
 Unreliable Sensor Nodes: Due to limited energy and small size of sensor nodes, there are always chances that a node will fail or physically damage. This will be the cause of unreliability in the network.
 Frequent Topology Change: Node failure, damage, addition, energy depletion or channel fading is frequently occurring in the network that will result in frequent topology updating in the network.
 No Global Identification:
Due to the large number of sensor nodes, it is impossible to build a global addressing scheme for the entire network because it would introduce a high overhead for the identification of every sensor.
 Many-to-One Traffic Pattern: In most of the sensor network applications, the data sensed by every sensor node is flow from the node in the direction of a Base station, exhibiting a many-to-one traffic pattern.
 Data Redundancy:
In most of the sensor network applications, sensor nodes are densely deployed in a region of interest and collaborate to accomplish a common sensing task. Thus, the data sensed by multiple sensor nodes typically have a certain level of redundancy.
SECURITY CONSTRAINS IN WSNs
A wireless sensor network has many security constraints as compared to a traditional wired network. Due to these security constraints, it is very difficult to directly employ the existing security approaches of wired network into the wireless sensor networks. Therefore, to develop an energy efficient security mechanism, it is necessary to know and understand these security constraints first. In this section, we will discuss security constrains in WSNs shown in 
SECURITY REQUIREMENTS IN WSNs
The basic goal of security in WSNs is to protect the information stored in the memory of sensor and also to keep track of the information and resources from attacks and misbehavior. Security requirements in WSNs are shown in The data is disclosed by the attacker when the data is travelled from sender to receiver over the wireless medium. This attack is known as interception.
Fig 6: Loss of Confidentiality
 Availability: This ensures that the desired network services like flow of data in both directions i.e. from sensors to base station and from base station to sensors is available all the time even in the presence of denial-of-service attacks. Fig  7 shows a loss of availability by the attacker to stop using the services given to some authorized sensor 'S' given by the other authorized sensor 'R'. This attack is known as interruption.
Fig 7: Loss of availability
 Integrity: This ensures that changes need to be done in the message only by the authorized sensors and through authorized mechanisms. Or in other words the message is not modified during transmission by malicious intermediate nodes. Fig 8 shows a loss of integrity by the attacker where the attacker has change the ideal route of the message and after change the message send it to receiving sensor. This attack is known as modification.
Fig 8: Loss of integrity
 Authentication: This ensures that origin of the received message or packet in the network is correctly identified before using it in the network. Fig 9 shows the scenario where a malicious sensor 'M' will send the information to receiving sensor 'R' to impersonate itself as a sensor 'S'. This attack is known as fabrication.
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Fig 9: Loss of authenticity  Non-repudiation: which ensures that a node cannot deny sending a message it has previously sent. Fig 10 shows nonrepudiation attack where the sender of the message 'S' later deny that it has never sent the message to the receiver 'R'. to sensor 'A' which will forward this packet one more time to sensor 'R'.
Fig 11: Replay Attack
 Forward secrecy: This ensures that a compromised current secrets or keys should not be able to compromise any secret or key in future.
 Backward secrecy: This ensures that a compromised current secrets or key should not be able to compromise any earlier secret or key.
Fig 12: Forward and Backward Secrecy
The concept of forward and backward secrecy is given in Fig  12. Fig 12 (A) shows that the second key (K1) is generated with the help of a first key (K 0 ) and third key (K 2 ) is generated with the help of second key (K 1 ) and similarly K i is generated with the help of a K i-1 key and so on. In Fig 12 ( B) a single key (K i ) is compromised at time t k that result in exposing all keys of the system as shown in Fig 12(C) . In Fig  12(D) the concept of forward secrecy is shown which secure all keys that are generated after time t k+1 . In Fig 12 (E) , the concept of backward secrecy is given which secure all keys by exposing that are generated before time tk when a key has been exposed at time tk.
International Journal of Computer Applications (0975 -8887) Volume 79 -No4, October 2013
 Location awareness: This ensures that the damage cannot be spread from the victimized area to the entire network by security attack even if the sensor node is compromised.
SECURITY ATTACKS IN WSNs
Sensor networks are vulnerable to several types of attacks. These attacks can be performed in a variety of ways which includes: In the Denial-of-Service (DoS) attack, a malicious node will attempt to disrupt the network services partially or completely. The result of this attack is that the network will stop functioning or the services of a network will slow down. A variant of Denial-of-Service attack is Distributed Denial-of-Service Attack (DDoS). The functioning of DDoS attack is similar to that of DoS attack. But the difference between both of them is that, in DDoS attack there is more than one attacker, performing DoS activity from different location.
 Black Hole Attack [18] : Black Hole is a region which prevents anything from escaping. In this type of attack, a malicious node will drop all the packets passing through it. Fig 14 shows the working of a Black Hole Attack. In the network shown in the figure, an ID is assign to every node. A malicious node number 37 will discard all the packets that are received by it. Gray shade represents attack area in the figure. In the network malicious node number 37 will position itself on the point where it can receive data send by other nodes (12, 13, 27, 37, 42, 45, 60, 81 and 99). In this case a malicious node will create a Black Hole for these nodes. There are some other nodes (31, 34, 56, 71 and 75) which are aware of this attack but their packets will be passed to base station by other nodes through this path. So overall the packets send by these nodes also lost in the black hole region. We can say that all of these nodes are disconnected from the network. The functioning of this attack [18] is also similar to that of black hole attack but the difference between both of them is that in selective forwarding attack, instead of dropping all the packets like in black hole attack, the malicious node will drop only those packets that are matched within certain criteria, i.e. drop selected packets of a node or to drop all packets from a selected node. Fig 15 shows the working of a Selective Forwarding Attack. In the network shown in the figure, a malicious node number 18 will discard any packet receive from one path but pass all the packets received from other path. Gray shade in the figure represents the attacked area. Since it is very difficult to distinguish between packet losses due to mobility or channel errors and packet drops due to malicious node. So selective forwarding attack is even harder to detect than black hole attack. In the network shown in the figure, malicious node number 37 pretends to be more than one identity at different location in the network.
Fig 17: Sybil Attack
 Wormhole Attack: This attack is performed by more than one collaborating malicious nodes. In this type of attack, one malicious node collects packets at some location and tunnels them to another location to other malicious node in the network through a high quality out-of-band link.
Other malicious node will further retransmit these packets to some other location in the network. Fig 18 demonstrates the working of a Worm Hole Attack. In the network shown in the figure, malicious node number 40 collects packet at one end and tunnel them to other end at malicious node number 55 which again retransmit these packets to some other location in the network. 
RELATED WORK
Recently, many schemes were proposed to secure the communication in WSNs. This section classifies WSNs security based on the application scenarios, including cryptography, integrity, authentication and key management.
A survey of WSNs security threats affecting different layers along with their defense mechanism is presented in [1] . The major topics in wireless sensor network security architecture framework includes the requirements in the sensor security, classify many of the attacks, listing out their corresponding defensive measures that can be applied, and finally the classification of secure routing protocols, its design issues and their comparison.
Xi Luo et al. [2] propose three schemes to defend against the traffic analysis attacks. Firstly, a random routing scheme (RRS) is proposed to provide path diversity. Secondly, they combine RRS with a dummy packet injection scheme (DPIS) to confuse the adversary by tracing or tracing back the forwarded packet to reach the receiver or source. Finally, an anonymous communication scheme (ACS) is proposed to hide the identities of all nodes that participate in packets transmission. Result confirm the proposed scheme can efficiently defend against traffic analysis attacks, take less delivery time and achieve uniform energy consumption.
Tamara Bonaci et al. [3] address the problem of physical node capture attacks in wireless sensor networks and provide a control theoretic framework to model physical node capture, cloned node detection and revocation of compromised nodes. By combining probabilistic analysis of logical key graphs and linear control theory, they derive a dynamical model that efficiently describes network behavior under attack. Using LQR and LQG optimal control theory tools, they develop a network response strategy, which guarantees secure network connectivity and stability under attack.
Bhoopathy et al. [4] suggested an energy constrained secure hierarchical data aggregation in Wireless Sensor Networks. They divide the network into clusters, each cluster begins with an aggregator and aggregator was connected to sink. Based on distance to sensor nodes and its energy level the aggregator detects the node. Separate keys were distributed to the two levels i.e., sensor node to the aggregator and aggregator to the sink. Whenever a data had to be sent from a sensor node to another node; initially the sensor node encrypts the data using a key and sends it to the aggregator.
Araujo et al. [5] surveyed about the challenges and open problem in wireless sensor networks. They describe a wide variety of attacks, including communication attack, attack against privacy, node targeted attack, power consumption attack, policy attack and cryptography attack and different security measures available to handle these attacks.
P. Kalyani et al. [6] have proposed a novel method, which uses three algorithms hybrid to achieve the increase in decryption speed, which in turn reduces the energy used for computation and enhances its performance compared with the existing authentication using classical RSA algorithm. The proposed Enhanced Variant of RSA with CRT using Garnera's algorithm to achieve fast decryption speed and provides better performance when compared to the existing RSA. The private key is generated and passed so that the receiver node need not generate it, which consumes more computational cost, power and memory at the decryption stage. They have also done the signing and verification, which avoids the message spoofing attack and enable message confidentiality. Further, the ERSACRT is designed to counter measure to few attacks possible on RSA. They implemented the ERSACRT in java, tested for system parameters like memory, time, speed and efficiency, and compared with that of RSA. Finally, they conclude that the proposed algorithm ERSACRT is efficient and secured along with improved counter measures for secured communication in WSN with reduced energy and computational time.
S. Prasanna et al. [7] presents an overview of the different applications of the wireless sensor networks and various security related issues in WSNs.
Nanrun Zhou et al. [8] has proposed an identity-based key management scheme for wireless sensor networks, where the node identity is used to encrypt the key generating material. The pairwise key is generated by the material ultimately. The security of the proposed scheme is analyzed with the provable security. He has proved by simulation that his scheme is IND-ID-CPA secure against some active attacks such as tampering and impersonation. The storage and communication overheads of his scheme are low enough to fit for wireless sensor networks. Addition and revocation of the nodes with backward-security and forward-security respectively make the scheme more feasible and flexible.
Yuexin Zhang et al. [9] propose an efficient key predistribution scheme based on two polynomials in wireless mesh networks by employing the nature of heterogeneity. His scheme realizes the property of bloom filters, i.e., neighbor nodes can discover their shared keys but have no knowledge on the different keys possessed by the other node, without the probability of false positive. The analysis presented in his research shows that his scheme has the ability to establish three different security level keys and achieves the property of self adaptive security for sensor networks with acceptable computation and communication consumption.
Manjusha Pandey et al. [10] have made an effort on residual energy based anti-traffic analysis privacy preservation in WSN. Core functionality of WSN includes routing of the sensed data through predetermined optimized routes to the base station thus producing pronounced traffic near the sink node adding up to the revelation of either location of direction of location of base station. To overcome this revelation of base station the traffic patterns may be disguised by introducing fake packets to the generated traffic of original data. Many anti traffic analysis strategies have been proposed and implements with the objective of attaining traffic uniformity in network. But the inclusion of fake packets adds up communication overhead in the network as a whole. Hence the problem undertaken in the current research effort is to optimize the energy consumption at the node level for fake packet generation.
Xiong et al. [11] proposed a fast and Lightweight Pairingbased Cryptographic Library for Wireless Sensor Networks. They present the first fully functional pairing-based cryptographic library for WSNs. The library has an additional of one identity-based encryption scheme and two short signature schemes. They also proposed several new algorithms and techniques and show that they significantly improve the speed and reduce the memory usage of the library.
Wander et al. [12] presents a comparison of two public-key algorithms, RSA and Elliptic Curve Cryptography (ECC). The requirement for energy efficiency suggests that in most cases computation is favored over communication, as communication is three orders of magnitude more expensive than computation. The requirement also suggests that security should never be overdone. More computationally intensive algorithms cannot be used to incorporate security due to energy considerations.
A generalization of this is the "Q-composite key" scheme [13] which improves the resilience of the network (for the same amount of key storage) and requires an attacker to compromise many more nodes in order to compromise additional communication links. The difference between this scheme and the previous one is that the q-composite scheme requires two nodes to find q (with q > 1) keys in common before deriving a shared key and establishing a secure communication link. It is shown that, by increasing the value of q, network resilience against node capture is improved for certain ranges of other parameters.
Author in [14] presents a Key-Management Scheme for distributed sensor. In this scheme they include selective distribution and revocation of keys to sensor nodes as well as node re-keying without substantial computation and communication capabilities. Before deployment, each sensor node receives a random subset of keys from a large key pool; to agree on a key for communication, two nodes find a common key (if any) within their subsets and use that key as their shared secret key. Now, the existence of a shared key between a particular pair of nodes is not certain but is instead guaranteed only probabilistically (this probability can be tuned by adjusting the parameters of the scheme).
Blom [15] proposed a key pre-distribution scheme that allows any two nodes of a group to find a pair-wise key. The security parameter of the scheme is c, i.e., as long as no more than c nodes are compromised, and the network is perfectly secure. They have used one public matrix and one secret symmetric matrix to construct this scheme. Each node will have the share of those matrixes such that any two nodes can calculate a common key between them without knowing each other's secret matrix share. The problem with this scheme is that if more than c number of nodes is compromised, the whole network will be compromised. 
DEFENSIVE MECHANISMS
Due to the limited networking solution in wireless sensor networks, there is a still several applications that have not yet been fully investigated in the field of WSNs security. So it is very crucial to identify and authenticate each node participating in the network and all the data delivered to the network. Otherwise it is very easy for a malicious node to modify the collected information or to inject false information into the network. When the information provided by the networks increases, the risk of secure transmission of information over the networks also increases. To achieve the security requirements in wireless sensor networks, it is necessary that proposed mechanism is lightweight in nature for resource constrained wireless sensor networks. So to achieve the above WSNs security challenges the mechanism includes data encryption, secure key management, malicious node detection and Node revocation & replacement scheme. A brief introduction of the solutions that will achieve the described security goals are given below:  To achieve performance efficiency and reduce resource requirements in wireless sensor networks an encryption mechanism is required in which a message is segmented into parts and each part will participate in encrypting the message. Proposed technique will eliminate the requirement of key distribution and establishment.
 A secret key establishment between the source and destination by multiple communication paths can decrease the risk of path key exposure problem. Therefore, multi-path key establishment solutions are resilient to resist stop forwarding, ensure network availability from connective failure and prevent compromised sensors from knowing the secret in WSNs.

There is need to develop an efficient and secure data aggregation technique essential for cluster based WSNs for eliminating data redundancy to reduce energy consumption and hence to extend lifetime of the entire network.
 There is need to design an efficient security mechanism that is used to detect malicious nodes in the network. The basic idea of detection of malicious behavior node is to provide. A hop-by-hop authentication based on intelligent biologically inspired sensor nodes is proposed for detecting malicious nodes in WSNs.
CONCLUSION
In this paper, we proposed a security issues and there remedies for WSNs. Introduction of wireless sensor networks is described in Section I. Various characteristics of wireless sensor networks are illustrated in Section II. Section III describes the security constrains in wireless sensor networks. Security requirements in wireless sensor networks are given in Section IV. Section V describes the security attacks in wireless sensor networks. Related work in the field of WSNs security has been analyzed in section VI. Section VII describes the defensive mechanisms that are necessary to achieve wireless sensor networks security. It has been concluded that the efficiency of the network in terms of security can be increased by introducing such solutions that are lightweight in nature and also require limited number of calculations and overhead. By using these techniques one can achieve WSNs security along with the efficiency.
